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Abstract: In the current booming development of the open source ecosystem, the security issues of open source software have become promi-
nent. The largest ticket sales system in the domestic transportation industry (referred to as the "ticket system") has deepened its dependence
on open source software, and its safe and stable operation is facing challenges. This article focuses on open source software security and refers
to relevant domestic and foreign standards to construct a security assessment model that includes three dimensions: evaluation recommenda-
tions, indicator verification, and technical testing. On this basis, a three-level open source software security evaluation index system is pro-
posed, covering first level indicators such as security management, security construction, security quality, security compliance, and continu-
ity control. The indicator system was applied to this ticket system, and through collecting relevant data, indicator scoring, comprehensive eval-
uation and analysis, the open source software evaluation score of the ticket system was 82 points, which is in the continuous improvement lev-
el. The system stability and reliability were significantly enhanced, verifying the effectiveness and practicality of the indicator system, and pro-
viding reference for the security management of open source software in other business systems in the transportation industry.
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Fig. 1 Open source software security assessment model
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Fig. 2 Framework for open source railway software security assessment indicators
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Table 1 Open source software security evalution metrice
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Table 2 Indicator system comparison table
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Fig. 3 Ticket system software framework diagram
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Table 3 Overall security status of open source software for ticket system
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